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Introduction 

HHTS recognises that children and young people are growing up in a world dominated by 

information and communications technology (ICT) and the internet; both of which provide them 

with access to a wide range of information sources and increased opportunities for instant 

communication and social networking.  

ICT is also an essential resource to support learning and teaching, but it can also present risks.  

We also recognise that young people will continue to access the internet in other settings and 

localities. It is therefore HHTS’ policy that the educational and social benefits of the internet and 

related technologies should be promoted in order to give our young people the skills to access life-

long learning and employment, but that this should be balanced against the need to safeguard our 

learners. We wish to ensure that they are equipped and prepared to be safe users of the internet.   

Aims 

This policy document is drawn up to protect all parties including: the students; the staff and all 

members of the school community who have access to and are users of the service’s ICT systems, 

both in and out of the school.  

This policy aims to provide clear advice and guidance on how to minimise risks and how to deal with 

any infringements with respect to the use of ICT-based technologies.  

HHTS aims to:  

 Have robust processes in place to ensure the online safety of pupils, staff, volunteers and 

governors 

 Deliver an effective approach to online safety, which empowers us to protect and educate 

the whole school community in its use of technology 

 Establish clear mechanisms to identify, intervene and escalate an incident, where 

appropriate 

Although it is intended that e-safety strategies and polices should reduce the risk to pupils whilst on-

line, this cannot completely rule out the possibility that pupils may access unsuitable material on the 

Internet. The Service cannot accept liability for material accessed or any consequences of internet 

access, but all reasonable precautions will be taken to ensure a safe e-learning environment. 

This policy is to be read in conjunction with:  

 Safeguarding Policy 

 Positive Behaviour Policy 

 Whistle Blowing Policy  

 Disciplinary Policies 

 

 

 

 

 



The Designated Safeguarding Leads (DSLs) are: 

 Tara Bell 

 Helen Taylor 

 Susan Arkley  

 Jessica Abrams 

The e-Safety Officer is Cameron Akitt 

The Safeguarding Lead, and therefore e-Safety lead, for the Management Committee is Cllr Sarah 

McDermott. 

 

School e-Safety: Strategies, Definition and Purpose of E-Safety  

E-safety forms part of the “staying safe” element of the Government’s Every Child Matters agenda, 

and all schools have a responsibility under the Children Act 2004 to safeguard and promote the 

welfare of pupils, as well as owing a duty of care to children and their parents to provide a safe 

learning environment.  

E-safety is a framework of policy, practice, education and technological support that ensures a safe 

e-learning environment in order to maximise the educational benefits of ICT whilst minimising the 

associated risks.  

Safe Systems: Our Service is linked to the Internet via the London Grid for Learning (LGfL). We offer 

a safe e-learning environment by providing filtering to block access to unsuitable sites. In addition, 

all Service owned systems have up to date anti-virus software installed and can be monitored 

remotely by the School’s ICT Manager and e-Safety Officer.  

Safe Practices: The Service implements its policy and practice to ensure everyone is aware of the 

issues and knows what is expected of them in terms of their own acceptable use of the internet and 

other technologies. Our e-safety policy is consistent with related School policies such as Anti-Bullying 

and Behaviour.  

Online risks include:  

 Chat rooms and other social networking sites can pose a real risk to children as users can 

pretend to be someone else and take on an alias and can hide their true identity. The sites 

may be used by adults who pose as children in order to befriend and gain children’s trust 

(known as “grooming”). Children may not be aware of the danger of publishing or disclosing 

personal information about themselves such as contact details that allow them to be 

identified or located. They may also inadvertently put other children at risk by posting 

personal information and photographs without consent. For example, home address details, 

telephone numbers, email addresses etc.  

 The internet may also be used as a way of bullying a child, known as cyber bullying.  

 Children are vulnerable to unregulated commercial activity (e.g. Phishing) on the Internet 

that could have serious financial consequences for themselves and their parents. They may 

give out financial information, for example, their parents’ credit card details, in response to 

offers for goods or services without seeing the fraudulent intent and realising the danger. 

Disclosing this type of information can lead to fraud or identity theft. 



 Children can become involved in inappropriate, anti-social or illegal activities as a result of 

viewing unsuitable materials or contact with inappropriate people 

 Children may use information from the internet in a way that breaches copyright laws.  

 Children may upload personal information about themselves, including photographs, on 

social networking sites without realising they are publishing to a potentially global audience 

and that material once published on the web is very difficult to remove.  

 Children can be at risk of cyber-bullying  

 Children may also be adversely affected by obsessive use of the internet that may have a 

negative impact on their health, social and emotional development and their educational 

attainment. 

 

Roles and Responsibilities 

We understand that we have an important role in raising pupils’ awareness of the potential dangers 

of using the Internet and helping them to develop their own strategies to avoid these risks and keep 

safe on-line.  

Our strategy has the backing of the Management Committee, and is overseen by the Headteacher. 

As governing bodies have a statutory responsibility for pupil safety, it is vital that members of the 

Management Committee are aware of e-safety issues and support the Head and staff in the 

development of the Service’s e-safety policy and strategy and help promote e-safety to all 

stakeholders. 

The Headteacher has ultimate responsibility for e-safety issues within HHTS.  

The Headteacher is responsible for: 

 The overall development and implementation of the Service’s e-safety policy 

 Ensuring that e-safety issues are given a high profile within the Service community  

 Linking with the Management Committee and other Stakeholders to promote e-safety and 

share and develop the Service’s e-safety strategy 

 Ensuring e-safety is embedded in the curriculum 

 Deciding on sanctions against staff and pupils who are in breach of acceptable use policies 

 Ensuring that all staff and pupils have read and signed the Acceptable Use Policy (AUP)  

 Ensuring that any staff accessing LA systems do so in accordance with any corporate policies; 

e.g. Borough email or Intranet; finance system, personnel system etc. 

 

The designated e-Safety Officer is responsible for: 

 Co-ordinating e-safety policies in conjunction with the Senior Leadership Team.  

 Raising the profile of e-safety awareness with the Service by ensuring access to relevant e-

safety literature and by delivering training to staff and, on request, members of the Multi-

Disciplinary Team.  

 Acting as the first point of contact and advice for staff, members of the Committee, pupils 

and parents, and liaising with the ICT Manager, to ensure they are kept up to date with e-

safety issues and to advise of any new trends, incidents and arising problems.  

 



The Designated Safeguarding Leads are responsible for: 

Details of the school’s Designated Safeguarding Leads (DSLs) are set out in our Child Protection and 

Safeguarding policies. 

The DSL takes lead responsibility for online safety in school, in particular: 

 Supporting the Headteacher in ensuring that staff understand this policy and that it is being 

implemented consistently throughout the school 

 Working with the Headteacher, ICT manager and other staff, as necessary, to address any 

online safety issues or incidents 

 Ensuring that any online safety incidents are logged and dealt with appropriately in line with 

this policy 

 Ensuring that any incidents of cyber-bullying are logged and dealt with appropriately in line 

with the school behaviour policy 

 Updating and delivering staff training on online safety in conjunction with the e-Safety Officer. 

Liaising with other agencies and/or external services if necessary 

This list is not intended to be exhaustive. 

 

The ICT Manager’s Role includes:  

 The maintenance and monitoring of access to the internet, including anti-virus and URL 

filtering systems 

 Carrying out regular monitoring; capturing of evidence (on site and remotely) and audits of 

networks and reporting breaches to the Senior Leadership Team (SLT)  

 Supporting any subsequent investigation into breaches and preserving any evidence and 

reporting back to the Headteacher and e-safety Officer 

 Using teacher ‘remote’ management control tools for controlling workstations/viewing 

users/setting-up applications and internet web sites, where useful 

 Ensuring that all servers are in lockable locations and managed by DBS-checked staff 

 Ensuring that we are using secure file deletion software 

 

The Role of ALL Staff and Volunteers: 

All staff, including contractors and agency staff, and volunteers are responsible for:  

 Maintaining an understanding of this policy 

 Implementing this policy consistently 

 Agreeing and adhering to the terms on acceptable use of the Service’s ICT systems and the 

internet, and ensuring that pupils follow the school’s terms on acceptable use  

 Working with the DSL to ensure that any online safety incidents are logged and dealt with 

appropriately in line with this policy 

 Ensuring that any incidents of cyber-bullying are dealt with appropriately in line with the 

behaviour policy 



 We require staff to log-out of systems when leaving their computer, but also enforce lock-out 

after 10 minutes idle time. 

 Ensuring that all pupil level data or personal data sent over the internet is encrypted or only 

sent within the approved secure system in our LA, through USO secure file exchange (USO FX) 

or Egress 

 We require staff to use STRONG passwords 

 We require staff to change their passwords every 90 days 

 The Senior Leadership Team have a secure area on the network to store sensitive files 

 

Teaching staff have a dual role concerning their own Internet use and providing guidance, support 

and supervision for pupils. Additionally, they are responsible for:  

 Communicating the Service’s e-Safety and Acceptable Use policies to pupils. 

 Planning the use of the internet for lessons in advance, and researching on-line materials 

and resources.  

 Reporting breaches of internet use to the Headteacher 

 Recognising when pupils are at risk from their internet use or have had negative experiences 

and taking appropriate action, for example referral to the Designated Safeguarding Leads 

and/or sharing key information through daily briefings, handovers and at clinical meetings.  

 

Safeguarding 

Where any e-safety incident has serious implications for the child’s safety or well-being, the matter 

will be referred to the Designated Safeguarding Leads who will decide whether or not a referral 

should be made to MASH in accordance with the Child Protection Policy.  

 

Pupils with Special Needs and Disabilities  

Pupils with learning difficulties or disability may be more vulnerable to risk from use of the Internet 

and will require additional guidance on e-safety practice as well as closer supervision.  

All staff are responsible for providing extra support for these pupils and should:  

 Liaise with the e-Safety Officer and SEN Lead to discuss and agree whether the mainstream 

safeguarding systems on LGfL are adequate for pupils with this special need.  

 Ensure that, in the case of Corner House pupils, the Acceptable Use Agreement is 

communicated to the pupil in their preferred language and ensure their understanding.  

 Where necessary, liaise with the Service’s ICT Manager to discuss any requirements for 

further safeguards to the internet or tailored resources and materials in order to meet the 

needs of pupils with SEND.  

 Work with the e-Safety Officer to keep up to date with any developments regarding 

emerging technologies and e-safety and how these may impact on pupils with SEND. 

Staff should be aware that other children can also be more vulnerable to risk from internet use, 

generally those children with a high level of experience and good computer skills, coupled with poor 

social skills and/or whose mental health predisposes them to make riskier choices.  



Working with Parents and Carers  

It is essential that parents and carers are able to continue e-safety education at home and regulate 

and supervise children’s use as appropriate to their age and understanding.  

Parents are provided with information on ICT and the School’s e-Safety Policy as part of their 

welcome pack so that they are fully aware of their child’s level of internet use within the school as 

well as the Service’s expectations regarding behaviour. 

Parents and carers of Home Tuition pupils are asked to sign a Home-School Agreement. 

If parents have any queries or concerns in relation to online safety, these should be raised in the first 

instance with the Headteacher and/or the DSL. 

Concerns or queries about this policy can be raised with any member of staff or the Headteacher. 

 

Accessing and Monitoring the System 

Access to Service computers is via log-in and password. 

The ICT Manager keeps a record of all log-ins used within the Service for the purposes of monitoring 

and auditing internet use and activity.  

Where there have been prior concerns about internet use, recent incidents or issues raised via the 

MDT, students may have individual ICT plans such as limited use, no use within the classroom or use 

under 1:1 supervision.  

All pupils sign an Acceptable Use Agreement in conjunction that sets out their rights and 

responsibilities and incorporates the Service’s e-safety rules regarding internet use. 

Staff sign an Acceptable Use Agreement on appointment and this is kept on record and updated 

annually.  

 

Monitoring Computer Use 

Staff carefully consider the location and position of computers in classrooms in order to allow an 

appropriate level of supervision of pupils depending on their age and experience.  

Pupils may need to log-in to personal email accounts in order to access work from home schools; 

and may access sites such as YouTube for educational reasons. Staff need to ensure that they are 

closely monitoring students who are working independently.  

 

Teaching e-Safety 

One of the key features of the Service’s e-safety strategy is teaching pupils to protect themselves 

and behave responsibly while on-line.  

Overall responsibility for the design and co-ordination of e-safety education lies with the 

Headteacher and Deputy Headteacher (Teaching and Learning), who are responsible for ensuring 

that all staff have the knowledge and resources to enable them to do so, but all teaching staff play a 

vital role in delivering e-safety messages.  



The Computing Teacher/e-Safety Officer (in conjunction with the ICT Teaching Assistant at St. 

George’s) is responsible for delivering content which covers: 

 The benefits and risks of using the Internet 

 How their behaviour can put themselves and others at risk 

 What strategies they can use to keep themselves safe 

 What to do if they are concerned about something they have seen or received via the 

Internet 

 Who to contact to report concerns 

 That the Service has a “no blame” ethos so that pupils are encouraged to report any e-safety 

incidents 

 That the Service has a “no tolerance” policy regarding cyber bullying  

 Behaviour that breaches acceptable use policies will be subject to sanctions and disciplinary 

action 

 The School’s network and access to the internet via the LGfL has been designed so that use 

is closely monitored and that access to inappropriate web sites is blocked and logged 

In addition, pupils may be taught about evaluating and using internet content: 

 As the internet is vast, pupils should be taught good research skills and how to critically 

evaluate the information retrieved. This can include questioning the validity of the source of 

the information; carrying out comparisons with alternative sources of information and 

considering whether the information is current and whether the facts stated are correct. In 

addition, pupils should be taught the importance of respecting copyright and avoiding 

plagiarism.  

 Pupils should be taught not to disclose personal contact details for themselves or others 

such as addresses or telephone numbers via email correspondence.  

 Pupils should be taught to be wary of opening attachments to emails where they are unsure 

of the content or have no knowledge of the sender. 

 Social networking sites, groups and forums such as Facebook, Instagram and Twitter allow 

users, over 13 years, to publish information about themselves to be seen by anyone who has 

access to the site. Pupils are likely to use these sites out of school and need to be appraised 

of their dangers by an ongoing programme of information and advice.  

 

These messages may also be delivered as part of other lessons, such as PSD, Safer Internet Day and 

wherever it would be appropriate to include curriculum wide.  

Rules regarding the safe use of the internet are posted up in all classroom and teaching areas where 

computers are used to deliver lessons.  

The start of every lesson where computers are being used is an opportunity to remind pupils of 

expectations on internet use and the need to follow basic principles in order to keep safe.  

 

 

 

 



Safe Teaching Practice 

All school staff need to be aware of the importance of maintaining professional standards of 

behaviour with regards to their own internet use, particularly in relation to their communications 

with pupils.  

The following points should be followed by staff to ensure that their behaviour is not open to 

misinterpretation and to safeguard them from misplaced or malicious allegations. 

 Photos and video images of pupils are only to be taken by staff in connection with 

educational purposes e.g. school magazine/website 

 Staff must ensure consent has been given for the use of any photos on social media, the 

website, within Service publicity materials and for any other public uses.  

 Staff must always use Service equipment and only store images on Service computer 

systems 

 Staff must take care regarding the content of, and access to, their own social networking 

sites and try to ensure that pupils and parents cannot gain access to these. All sensible 

precautions to ensure a private profile should be followed.  

 Staff must ensure that any materials published on their own social networking sites are 

neither inappropriate nor illegal (please refer to job contracts and the Code of Conduct) 

 Staff must be particularly careful regarding any comments to do with the Service or specific 

pupils that are communicated over the internet; remarks that are private may go to a wider 

audience and raise questions regarding confidentiality. 

 Staff should not engage in any conversation with pupils via instant messaging or social 

networking 

 Where staff need to communicate with pupils regarding school work, this should be via their 

school LGFL account. Emails that are not directly related to their teaching or pastoral care, or 

are sent outside of school hours should be avoided as this may be misinterpreted or taken 

out of context. 

 All emails and messages must be carefully written to ensure that they are clear, 

unambiguous and not open to any negative interpretation.  

 When making contact with parents or pupils by telephone, staff must only use Service 

equipment. Pupil or parent numbers must not be stored on a staff member’s personal 

mobile phone and staff must avoid lending their mobile phones to pupils.  

 Staff must ensure that personal data relating to pupils is always stored securely and 

encrypted if taken off School premises. No pupil identifiable data should ever be taken off 

site (e.g. first name/last name combinations, address and telephone numbers etc.) 

 Where staff are using mobile equipment such as laptops provided by the Service, they must 

ensure that the equipment is kept safe and secure at all times and a user name and 

password combination is required to gain access.  

 

Safe use of ICT, Internet and Search Engines 

 When using the internet, children must receive the appropriate level of supervision for their 

age, understanding and risk level. Staff should be aware that often, the most computer-

literate children are the ones who are most at risk. Pupils should not be allowed to aimlessly 

“surf” the Internet and all use should have a clearly defined educational purpose.  



 Despite strong filtering systems, it is still possible for pupils to inadvertently access 

unsuitable websites; to reduce risk, staff must plan the use of internet resources ahead of 

lessons by always checking the suitability of websites to be used. 

 Where staff require access to blocked websites for educational purposes, this should be 

discussed and agreed with a member of the Senior Leadership team, who will liaise with the 

School’s ICT Manager for temporary access.  

All young people using social media for educational purposes, under our auspices, should be taught 

the correct use of privacy settings and how to keep safe on the internet. We must be aware that 

young people will use social networking sites outside of school, they should be advised:  

 Not to give out personal details to anyone on-line that may help to identify or locate them or 

anyone else, for example home address, name of school or clubs attended. 

 Not to upload personal photos of themselves or others onto sites and to take care regarding 

what information is posted.  

 How to set up security and privacy settings on sites or block unwanted communications/ 

deny access to those unknown to them. 

 To behave responsibly whilst on-line and keep communications polite.  

 Not to respond to any hurtful or distressing messages but to let their parents/carer and/or 

teacher know so that appropriate action can be taken.  

 Pupils should be warned that any bullying or harassment via social networking sites will not 

be tolerated and will be dealt with in accordance with the School’s Anti-Bullying Policy.  

 

Chat Rooms and Instant Messaging  

Chat rooms are Internet sites where users can join in “conversations” on-line; instant messaging 

allows instant communications between two people on-line. In most cases, pupils will use these at 

home although the School might occasionally host these applications, under supervision, for specific 

educational purposes only.  

Pupils should be warned that any bullying or harassment via chat rooms or instant messaging taking 

place within or out of School will not be tolerated and will be dealt with in accordance with the 

School’s Anti-Bullying Policy.  

 

Video Conferencing  

Video conferencing enables users to communicate face-to-face via the Internet using web cameras. 

Video conferencing should only be carried out using LGFL approved School Based Solutions. 

Teachers should avoid using other webcam sites on the internet due to the risk of inadvertent links 

to adult material. 

Pupils’ use of video conferencing should be for educational and or psychosocial purposes and should 

be supervised, as appropriate.  

Pupils must ask permission from a responsible member of staff before making or receiving a video 

conference call on Service owned systems.  



Photographs and videos should only be downloaded onto secure (user name and password 

controlled) Service owned hardware and should never be associated with individual pupil’s names or 

other identifying information. 

 

School Website 

Content should not be uploaded onto the School website unless it has been authorised by a member 

of the Senior Leadership Team, who is responsible for ensuring that content is accurate, suitable for 

the purpose and audience, and does not breach copyright or intellectual property law.  

The Service has designated the e-Safety Officer and the School Administrative Officer as the named 

personsface 

 with responsibility for uploading materials onto the Service’s website.  

To ensure the privacy and security of staff and pupils, the contact details on the website should be 

limited to the school addresses and the admin email and telephone number. No contact details for 

staff or pupils should be contained on the website. Children’s full names should never be published 

on the website.  

Links to any external websites should be regularly reviewed to ensure that their content is 

appropriate for the Service and the intended audience. 

 

Photographic and Video Images 

 Where the School uses photographs and videos of pupils online for publicity purposes, for 

example on the Service website, images should be carefully selected so that individual, 

named pupils cannot be identified.  

 Where photographs or videos of children are used, written permission must be obtained 

first from their parents or carers. 

 Children’s full names should never be published where their photograph or video is being 

used.  

 Staff should ensure that children are suitably dressed to reduce the risk of inappropriate use 

of images.  

 

Mobile Phone and Handheld Systems 

The majority of pupils are likely to have mobile phones or other equipment that allows them to 

access Internet services.  

Use of mobile phones and handheld systems is not permitted during lessons. Mobile phones may be 

allowed on the wards; this is at the discretion of the Ward Manager and MDT. 

Under no circumstances are children allowed to use their phones for taking photos of other children. 

Mobile phones brought into school by staff members or visitors are entirely their own risk. The 

Service accepts no responsibility for the loss, theft or damage of any phone or hand held device 

brought into school. 



Where staff members are required to use a mobile phone for school duties, for instance in case of 

emergency during off-site activities, or for contacting students or parents, then a school mobile 

phone and/or SIM card will be provided and used. In an emergency where a staff member doesn’t 
have access to a school-owned device, they should use their own device and hide (by inputting 141) 

their own mobile number for confidentiality purposes. 

 

Responding to Incidents 

 

Responding to Incidents Policy Statement:  

All incidents and complaints relating to e-safety and unacceptable internet use will be reported to a 

member of the SLT in the first instance.  

Where the incident or complaint relates to a member of staff, the matter must always be referred to 

the Headteacher for action. 

Incidents involving the Headteacher should be reported to the Chair of the Board of Governors.  

The School’s e-Safety Officer keeps a log of all e-safety incidents and complaints and reviews the 

information for evidence of emerging patterns of individual behaviour or weaknesses in the Service’s 

e-safety system, and uses these to update the e-Safety Policy. 

 E-Safety incidents involving safeguarding issues, for example contact with inappropriate adults, 

should be reported to a Designated Safeguarding Lead, who will make a decision as to whether or 

not to refer the matter to the Social Care Team.  

Although it is intended that e-safety strategies and polices should reduce the risk to pupils whilst on-

line, this cannot completely rule out the possibility that pupils may access unsuitable material on the 

Internet. The School cannot accept liability for material accessed or any consequences of internet 

access, but all reasonable precautions will be taken to ensure a safe e-learning environment. 

 

Access to Inappropriate Websites  

If a pupil or member of staff accidently opens a website that has content which is distressing or 

upsetting or inappropriate to the pupil/s’ age, they should immediately (and calmly) close or 

minimise the screen. Staff should reassure pupils that they have done nothing wrong and discuss the 

incident with the class/pupil to reinforce the e-safety message and to demonstrate the Service’s “no 

blame” approach.  

The incident should be reported to a member of the SLT (and details of the website address and URL 

provided) who should liaise with the ICT Manager to ensure that access to the site is blocked and the 

filtering system reviewed to ensure it remains appropriate.  

If a pupil deliberately accesses inappropriate or banned websites, they will be in breach of the 

Acceptable Use Policy and subject to appropriate sanctions. This should be reported to SLT as above.  

If the materials viewed are illegal in nature the Headteacher should report this to the Chair of the 

Management Committee and/or the police and follow their advice, which should also be recorded 

on the e-safety incident report form. If deemed necessary, the ICT Manager can preserve evidence 



of websites which have been accessed on a particular device and/or identify which user accessed the 

materials. 

 

Handling a ‘Sexting’/Sexually Explicit Image Incident: 

UKCCIS “Sexting in schools and colleges” should be used. This extract gives the initial actions that 

should be taken: 

There should always be an initial review meeting, led by the DSL. This should consider the initial 

evidence and aim to establish whether there is an immediate risk to a young person or young people 

When assessing the risks the following should be considered: 

 Why was the imagery shared? Was the young person coerced or put under pressure to 

produce the imagery? 

 Who has shared the imagery? Where has the imagery been shared? Was it shared and 

received with the knowledge of the pupil in the imagery? 

 Are there any adults involved in the sharing of imagery? 

 What is the impact on the pupils involved? 

 Do the pupils involved have additional vulnerabilities? 

 Does the young person understand consent? 

 Has the young person taken part in this kind of activity before? 

 If a referral should be made to the police and/or children’s social care  

 If it is necessary to view the imagery in order to safeguard the young person - In most cases, 

imagery should not be viewed 

 Whether the imagery has been shared widely and via what services and/or platforms. This 

may be unknown. 

 Whether immediate action should be taken to delete or remove images from devices or 

online services 

 Any relevant facts about the young people involved which would influence risk assessment 

 If there is a need to contact another school, college, setting or individual 

 Whether to contact parents or carers of the pupils involved - in most cases parents should 

be involved  

 

An immediate referral to police and/or children’s social care should be made if at this initial stage:  

1. The incident involves an adult  

2. There is reason to believe that a young person has been coerced, blackmailed or groomed, or if 

there are concerns about their capacity to consent (for example owing to special educational needs) 

3. What you know about the imagery suggests the content depicts sexual acts which are unusual for 

the young person’s developmental stage, or are violent  

4. The imagery involves sexual acts and any pupil in the imagery is under 13  

5. You have reason to believe a pupil or pupil is at immediate risk of harm owing to the sharing of 

the imagery, for example, the young person is presenting as suicidal or self-harming  



If none of the above apply, then a school may decide to respond to the incident without involving 

the police but in most cases a referral should be made to the MASH as there may be other 

information that the school are unaware of.  

The decision to respond to the incident without involving the police or children’s social care would 

be made in cases when the DSL is confident that they have enough information to assess the risks to 

pupils involved and the risks can be managed within the school’s pastoral support and disciplinary 

framework and, if appropriate, local network of support. 

 

Cyberbulling 

Definition:  

The NSPCC (2018) define cyberbullying as follows:  

Cyberbullying is an increasingly common form of bullying behaviour which happens on social 

networks, games and mobile phones. Cyberbullying can include spreading rumours about 

someone, or posting nasty or embarrassing messages, images or videos. 

Children may know who's bullying them online – it may be an extension of offline peer 

bullying - or they may be targeted by someone using a fake or anonymous account. It’s easy 

to be anonymous online and this may increase the likelihood of engaging in bullying 

behaviour. 

Cyberbullying can happen at any time or anywhere - a child can be bullied when they are 

alone in their bedroom - so it can feel like there’s no escape. 

 

Cyberbullying may take the form of:  

 Rude, abusive or threatening messages via email or text 

 Posting insulting, derogatory or defamatory statements on blogs or social networking sites 

 Setting up websites that specifically target the victim 

 Making or sharing derogatory or embarrassing videos of someone via mobile phone or email 

(for example, “happy slapping”).  

 

Criminal Law 

In extreme cases, cyber bullying could be a criminal offence. There is not a specific law which makes 

cyber-bullying illegal but it can be considered a criminal offence under several acts, including: 

 Protection from Harassment Act (1997)  

 Malicious Communications Act (1988) 

 Communications Act (2003) 

 Obscene Publications Act (1959) 

 Computer Misuse Act (1990) 

The Service’s Anti-Bullying Policy, Positive Behaviour Policy and Acceptable Use Agreements cover 

the issue of cyber bullying and set out clear expectations of behaviour and sanctions for any breach.  



Any incidents of cyber bullying should be reported to a member of the SLT who will record the 

incident and ensure that it is dealt with in line with the Anti-Bullying Policy. Incidents should be 

monitored and the information used to inform the development of future anti-bullying policies.  

Where incidents are extreme, for example threats against someone’s life, or continue over a period 

of time, consideration will be given to reporting the matter to the police as in these cases, the 

bullying may be a criminal offence.  

As part of e-safety awareness and education, pupils will be told of the “no tolerance” policy for cyber 

bullying and encouraged not to reply to offensive messages, but to report any incidents to school 

staff.  

Teaching staff are also encouraged to find opportunities to use aspects of the curriculum to cover 

cyber-bullying. This includes personal, social, health and economic (PSHE/PSD) education, and other 

subjects where appropriate. 

All staff, members of the Management Committee and volunteers (where appropriate) receive 

training on cyber-bullying, its impact and ways to support pupils, as part of safeguarding training. 

 

Examining Electronic Devices 

School staff have the specific power under the Education and Inspections Act 2006 (which has been 

increased by the Education Act 2011) to search for and, if necessary, delete inappropriate images or 

files on pupils’ electronic devices, including mobile phones, iPads and other tablet devices, where 

they believe there is a ‘good reason’ to do so. 

When deciding whether there is a good reason to examine or erase data or files on an electronic 

device, staff must reasonably suspect that the data or file in question has been, or could be, used to:  

 Cause harm, and/or 

 Disrupt teaching, and/or 

 Break any of the school rules 

If inappropriate material is found on the device, it is up to the staff member in conjunction with the 

DSL or other member of the senior leadership team to decide whether they should:  

 Delete that material, or 

 Retain it as evidence (of a criminal offence or a breach of school discipline), and/or 

 Report it to the police 

 

Any searching of pupils will be carried out in line with the DfE’s latest guidance on screening, 

searching and confiscation. 

Any complaints about searching for or deleting inappropriate images or files on pupils’ electronic 

devices will be dealt with through the school complaints procedure. 

 

 

https://www.gov.uk/government/publications/searching-screening-and-confiscation
https://www.gov.uk/government/publications/searching-screening-and-confiscation


Action by Service Providers  

All website providers and mobile phone companies are aware of the issue of cyber bullying and have 

their own systems in place to deal with problems, such as tracing and blocking communications. The 

SLT and/or e-Safety Officer can contact providers at any time for advice on what action can be taken.  

 Parents should be notified of any incidents and advised on what measures they can take to block 

any offensive messages on computers at home. 

 

Cyber Bulling of Staff 

The Headteacher and staff should be aware that staff may also become victims of cyber bullying by 

pupils. Because of the duty of care owed to staff, the Headteacher and Management Committee 

should ensure that staff are able to report incidents in confidence and receive adequate support, 

including taking any appropriate action against pupils.  

The issue of cyber bullying of staff will be incorporated into any anti- bullying policies, education 

programme or discussion with pupils so that they aware of their own responsibilities. Incidents of 

cyber bullying involving staff should be recorded and monitored in the same manner as incidents 

involving pupils.  

Staff should also be advised not to reply to any messages from pupils of a bullying nature.  

 

Risk from Inappropriate Contacts 

Staff may be concerned about a pupil being at risk as a consequence of their contact with an adult 

they have met over the internet. The pupil may report inappropriate contacts or staff may suspect 

that the pupil is being groomed.  

All concerns around inappropriate contacts should be reported to the Designated Safeguarding Lead 

and safeguarding protocols and processes will be followed as per the Safeguarding Policy.  

Where inappropriate contacts have taken place using Service ICT equipment or networks, the ICT 

Manager will ensure that all evidence is preserved and that an audit of systems is carried out to 

ensure that the risk to other pupils is minimised. 

 

Risk from Extremism 

Many extremist groups who advocate violence use the internet as a means of either inciting hatred 

and violence or providing information on preparing explosives or carrying out terrorist acts.  

Staff have all been trained in Prevent, and should be aware of potential influences and risks, and the 

action to take.  

Pupils and staff should be warned of the risks of becoming involved in such groups and informed 

that accessing such websites is against School policies. 

The Service should ensure that adequate filtering is in place and review filtering in response to any 

incident where a pupil or staff member accesses websites advocating violent extremism.  



All incidents should be dealt with as a breach of the Acceptable Use Policies and the Service’s 

Behaviour and staff disciplinary procedures should be used as appropriate.  

 

Training 

All new staff members will receive training, as part of their induction, on safe internet use and online 

safeguarding issues including cyber-bullying and the risks of online radicalisation. 

All staff members will receive refresher training at least once each academic year as part of 

safeguarding training, as well as relevant updates as required (for example through emails, e-

bulletins and staff meetings). 

The DSLs will undertake child protection and safeguarding training, which will include online safety, 

at least every 2 years. They will also update their knowledge and skills on the subject of online safety 

at regular intervals, and at least annually. 

Members of the Management Committee will receive training on safe internet use and online 

safeguarding issues as part of their safeguarding training. 

Volunteers will receive appropriate training and updates, if applicable. 

More information about safeguarding training is set out in our Child Protection Policy and 

Safeguarding Policy. 

 

School Policy 

Pupils and staff are expected to abide by the School’s Acceptable Use Policy (AUP) at all times and 

use resources responsibly and safely. Where the AUP is breached and/or Internet use deemed 

inappropriate, the pupil/staff member will be subject to the provisions as stated in the AUP. 

This policy is based on the Department for Education’s statutory safeguarding guidance, Keeping 

Children Safe in Education, and its advice for schools on preventing and tackling bullying and 

searching, screening and confiscation. It also refers to the Department’s guidance on protecting 

children from radicalisation. 

It reflects existing legislation, including but not limited to the Education Act 1996 (as amended), the 

Education and Inspections Act 2006 and the Equality Act 2010. In addition, it reflects the Education 

Act 2011, which has given teachers stronger powers to tackle cyber-bullying by, if necessary, 

searching for and deleting inappropriate images or files on pupils’ electronic devices where they 

believe there is a ‘good reason’ to do so. 

For further information, see the Wandsworth Safeguarding Board Online Safety Strategy 

http://www.wscb.org.uk/downloads/file/124/e-safety_strategy 

 

 

 

 

https://www.gov.uk/government/publications/keeping-children-safe-in-education--2
https://www.gov.uk/government/publications/keeping-children-safe-in-education--2
https://www.gov.uk/government/publications/preventing-and-tackling-bullying
https://www.gov.uk/government/publications/searching-screening-and-confiscation
https://www.gov.uk/government/publications/protecting-children-from-radicalisation-the-prevent-duty
https://www.gov.uk/government/publications/protecting-children-from-radicalisation-the-prevent-duty
https://www.legislation.gov.uk/ukpga/1996/56/contents
https://www.legislation.gov.uk/ukpga/2006/40/contents
https://www.legislation.gov.uk/ukpga/2010/15/contents
http://www.legislation.gov.uk/ukpga/2011/21/contents/enacted
http://www.legislation.gov.uk/ukpga/2011/21/contents/enacted
http://www.wscb.org.uk/downloads/file/124/e-safety_strategy


Other Sources of Information and Support: 

 

http://www.wscb.org.uk/info/25/safety_online 

 https://www.thinkuknow.co.uk/ 

https://www.disrespectnobody.co.uk/ 

https://www.internetmatters.org/ 

https://www.saferinternet.org.uk/ 

https://www.childnet.com/resources/cyberbullying-guidance-for-schools 

https://educateagainsthate.com/ 

https://www.gov.uk/government/publications/the-use-of-social-media-for-online-radicalisation 

https://www.ceop.police.uk/safety-centre/ 

https://www.nspcc.org.uk/preventing-abuse/child-abuse-and-neglect/bullying-and-cyberbullying/ 

http://www.education.gov.uk/aboutdfe/advice/f0076899/preventing-and-tacklingbullying 

Ofsted: Inspecting Online Safety 

http://www.ofsted.gov.uk/resources/briefings-and-information-for-use-duringinspections-of-

maintained-schools-and-academies 

Workplace bullying 

www.acas.org.uk 

www.dignityatwork.org.uk 

 

 

 

 

 

http://www.wscb.org.uk/info/25/safety_online
https://www.thinkuknow.co.uk/
https://www.disrespectnobody.co.uk/
https://www.internetmatters.org/
https://www.saferinternet.org.uk/
https://www.childnet.com/resources/cyberbullying-guidance-for-schools
https://educateagainsthate.com/
https://www.gov.uk/government/publications/the-use-of-social-media-for-online-radicalisation
https://www.ceop.police.uk/safety-centre/
https://www.nspcc.org.uk/preventing-abuse/child-abuse-and-neglect/bullying-and-cyberbullying/
http://www.education.gov.uk/aboutdfe/advice/f0076899/preventing-and-tacklingbullying
http://www.ofsted.gov.uk/resources/briefings-and-information-for-use-duringinspections-of-maintained-schools-and-academies
http://www.ofsted.gov.uk/resources/briefings-and-information-for-use-duringinspections-of-maintained-schools-and-academies
http://www.acas.org.uk/
http://www.dignityatwork.org.uk/
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